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Talk Outline

* Muradora features
— Federated identity
Flexible access control
Metadata management
Enterprise search capability
Multiple GUIs, single Fedora instance

+ Adopters and collaborators
+ Case study: Managing culturally sensitive data for speech annotation

e Further information




wiie Challenges Facing Repositories

. From data silos to an integrated collaborative environment.
. Institutional boundaries
. Establishing trusts
. Evolving/changing access control requirements
. Tight coupling of authorization logic with repository code
. Non-standardized approach to access control
. Heterogeneous data

. Multiple metadata standards; each requiring its own input interface and
validation

. Searching
. Dissemination methods
« Scalability
. Muradora aims to address these challenges

i Federated Identity

. Muradora support for federated identity:
. Shibboleth authentication and attributes exchange
. Ready for integration with AAF Shibboleth Federation

« Re-usable and pluggable Shibboleth-enabling components for
other applications

. No code modification is needed for the underlying application

. Co-exist with “local” authentication methods
-

[search || Advanced Search | Announcements

Search terms: Help
Sort by: @ date added  © dete modified




i Flexible Access Control

« Standard-based approach via “eXtensible
Access Control Markup Language”
(XACML)

— Access control logic defined external to the
application

— Changing access control requirements does
not require modifications of application-specific
code

— Clearly defined interfaces for the provisioning
and auditing of access control policies

e Contributions To XACML Community

. Enterprise support for XACML policy store
. DB XML database (from Oracle) for managing
policy files.
« Web service interface to manage the policy
stores.
« New hierarchical policy combination algorithm
. Required for collection-based access control

. Web service interface for XACML requests and
responses




e Flexible Access Control in Muradora

. Leverage our XACML framework

. Simple yet flexible access control GUI for end
user

« Intuitive hierarchical policies
. No end-user exposure to raw policy files.
« Access control “criteria” are NOT fixed!

muradora

Browse...
% Create Colection

| smart Folders | Ttes | Sublects | Authors | Years | Addtions | Updated |

Searchfor:| ] [ Find within this collection

Home > Demo Objects
D Back Sort results: name | last updated

Advanced FO Sample from Apache FOP Distrbution 18 of X

Apache Batk 1.5 De
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Flexible Access Control in Muradora

muradora

e e

muradora

Home > Demo Objects

Resource Metadata

Meta-data
Title Coliseum in Rome
Creator Thornton Staples
Subject Architecture, Roman
Description Image of Coliseum in Rome
Publisher University of Virginia Library
Format image/jpeg
EEdit permi ics (@gComments
Resource Datastreams
Datastream Label Mime Type Download Actions
Thorny's Coliseum high jpg image image/jpeg View [q

w Other Datas

treams &  Unpublsh resourcel®  Delecte resource X

Flexible Access Control in Muradora
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Welcome fedoraddmin

muradora

Create policy for the selected resource

el O Basic permissions| Advanced permissions
& administrator (role)

& staff (role) Permission Allow

¢ demo (role) create (]

& student (role) read

0

=% John Smith (user) update (]

<5 Henry Simpson (user) admin O

=% Wendy Johnson (user) publish O

Add users or groups




S Flexible Access Control in Muradora

muradora

Welcome fedoraAdmin

Create policy for the selected resource

Select users or groups Basic
¢ administrator (role)

e staff (role) Rule effect

& demo (role) @permit Openy

@ student role) Criteria combination

- public (role) @anp Oor
Value

<& John Smith (user) Attribute i

% Henry Simpson (user) iCreated daid v || before v | @
Wendy Johnson (user] —

o Y e |M\ME Type

EOwner Id
State
Created date

Add users or groups Label

Type

e Heterogeneous Metadata
« XForms framework

. W3C standard
Better form input and validation experience for

the user
. Can handle complex metadata schemas
« Reusable
« Modular and extensible metadata framework.




muradora

Using XForms in Muradora

MQ Home

Library

Contact

Welcome fedoraAdmin  Your Account

Logout

muradora

Submission Wizard

Step 1: Select collection and document type

Collection; DRAMA Change
Document ypes:
Metadata Types: |Dublin Core metadata editor | v

Dublin Core metadata editor
MODS metadata editor

PARADISEC metadata editor
SEDIS metadata editor

muradora

Using XForms in Muradora

Resource Metadata

Meta-data

Title ‘Bangor' - holistic land management in Tasmania

Creator Durbabin T

Subject Land management, Farm management, Soil conservation, Sustainability

Description A case study demonstrates how grazing, forestry and conservation can be combired into a sustainable land
management package.

Language eng

Relation

Australian Journal of Soil and Water Conservation; 155N 1032-2426; ( Feb 1994), v. 7(1) p. 14-18; lllus., 2 fig

Resource Datastreams
Datastream Label
MARCXML Record
MODSHML Record
Metadata

Dublin Core

Bt Permizsions Vigw statistics

Mime Type
text/xml
textfml
textfxml

text/xml

Edit Datastreams g

Unpublsh rescurcs 2

Zacormments Wbockmark

Download
View
Wiew
Wiew

View

Delets rasource 3¢

Actions
&

]

@
©




muradora

DC XForms

< Add title

® Title: 'Bangor - holistic land in Tasmi
4 Add creator

¥® Creator: |Dunbabin T

4 Add subject

® Subject: Land ]
* Subject: [Farm |
® Subject: |Soil cansenvation ]
¥ Subject: |Bustainahility ]

% Add description

Description:

fo @B 7 U T A |E

= Format = | Fort ~| Size < =«

#case study demonstrates how grazing, forestry and conservation can be combined into 2 sustainable land
management package:

muradora

MODSXML XForms

%+ Add Identifier
Identifier: 10322426
% Type: [Select one.. 7]

4 Add Title Info
MNo Type

Title: 'Bangar - halistic land management in Tasm:

4 Add Creator Info

% Name: |Dunbabin T |
Role: authar |

4 Add Type of Resource

% Type of Resource:|tex -

4+ Add Genre

® Genre: |Journal ariicle
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PARADISEC Metadata XForms

muradora

Welcome fedoraAdmin

J Description

L

u Resources

J Main u Location u Language u Participants u Data Types |_| Relations L

Collection ID [

Ttem 1D [

Collector 1

Title

Notes

Date Created

Date 15O ]

clear date

Access Conditions ||

muradora

Role:
Lastname, Firstname:

Role:
Lastname, Firstname:

©Add Creator % Removi

SEDIS XForms

[Wilson. Moyra @

©Add Creator % Remove Creator

Cagle, Lori J. @

@Add Creator X Remove Creator

Type/Genre:

‘Geographical Coverage:|i313000N324500E1351500E 1340000

Role:
Lastname, Firstname: [Sherar, Kenneth R @
Year: 2001
Title: Proceedings ofthe Ocean Drilling Program, inial reports, deformation and fluid flow processesin |
Source: Proceedings ofthe Ocean Driling Program. PartA' Iniial Reports
Description:
Publisher: Texas A&M Universiy. Ocean Drilling Program.College Station, TX ]
Language: [env]
‘Volume: 190 |
Issue: |
pages:

accretionary wedges: 3 R 3 :

igraphy: marine sediments: Nankai Trough; North Pacific: Northwest Pacific;

Ocean Driling Program; oc ean floof P Site 1173, ODP Site 1174; ODP Site 117

Annotation: individual chapters are cited separately: chapters 2-8 and core descriptions are available

only on the included CD-ROMSs and on the Web.

Journal Article v

Related Items.

@Add Expedtionitem
Program:

©Add Primary Data URT
Primary Data URL:

QDP v




muradora Enterprise Search Capability

* Muradora supports
— Full-text search
— Faceted search
— Exact Criteria Search
* From Fedora we also get:
— Limited RDF queries

—In Fedora 3, much more scalable Mulgara RDF
engine

muradora Full-text and Faceted Search

#"  Full Text Search Advanced Search

Search terms: [Dcean

Help

our fitered by:

:Z:;:nar“m (ram.ﬂ.VIE) | Foundsresui(s) [=] tist View [:5] Lconview
+ Subject

an in situ
 spreading;
ss»HC)lDEC
alboa, Panamme, to Baboa, Paname, S 6
HD.»mha\ 20024 January 2003
I ot ghos e o I A oy DTl
- Title Jefirey C, Ban Neil R, Barr, Samantha R., Coggon, Rosalind,
proceedings of the oce (1) Cooper, Kari Hy Criepin, Lours, Enauds Forcree, Jand, Shijom
o Kalberkamp, Ulrich, Kerneklian, Marcie, Laverne, Christine, Nichols,
proceedings of the oce (1) Holly 1., Sandwell, Rachel, Tartarotti, Paola, Umine, Susumu, Ziegler,
procesdings of the oce (1) Christa, Peters, Lorri L. | Submitted on: 25/09/2008
more » Relevance I

ancora new jersey; ati (1)
antarctica; cenozai
atiantic ocean; cenozo (1)
more »

ts, New Jerse:
as @ New Jers
308; Octan

e o ch Sice, May-June 2000
Author: Miller, Kenneth G., Sugarman, Peter 1, McLaughlin, Peter P.,
3, Browning, James V., Pekar, Stephen F., Aubry, Marie-Pierre,
Baxter, Stefanie J., Benson, Richard Il Brenner, Gilbert 3., Cramer,
Benjamin S, Curtin, Steve E, Feigenson, Mark D, Georgescu, Marius
D, Hernandez, John, Katz, Miriam E., McCarthy, Francine, McKenna,

the Ocean Driling P g\am, uu
nshore borehole:
July

Ramoey, Kelvin Wa Rellh, Timotly 3, de Romers, Linda, Skinncr,

Ethan s, Strohmeier, Scott A, Tiffin, Sarah, Uptegrove, Jane, Van
‘Sickel, Bill, Petronotis, otera E, Peters, Lorri L. | submitted on:
25/09/2008

Relevance I |

Proce
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ding:
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2O O e
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Exact Criteria Search

—

& 10D

INTEGRATED OCEAN

. BRILLING PROGRAM
arch

#~ Advanced Search

Please specify your search criteria:

Choose operator to combine search criteria fields:

e —
Desarpton —
e —

Search

Ele Edit View Higtory Bookmarks Tools Help

@E&-o-@ 3% | ntmtinesintern.ani.des0sy fedorarisearch

Fedora Resource Index Query Service

;Language Response Limit Advanced
[ClForce Distinct
sponge N
unsupported (using template) RDF/XML 100 Fake Media-Types
Turtle 1D [ stream Immediately

—Query TestorURL——— —Template Text or URL (if applicable)——
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murador One Fedora with Multiple Facets

« Underlying Fedora repository known for scalability
. ldeal as an Institutional Repository

. Multiple facets: Muradora may just be one of the
dissemination interfaces

. Impact of workflows external to the GUI.
« Advantages of using Muradora framework:
. Enable multiple facets to co-exist

. Consistent authentication and authorization policies to
the underlying Fedora repository

« Allow workflows to be built on top of Fedora’s SOA
architecture.

muradora Licensing

« All our software are freely available under
Apache 2 open source license.

> The Apache Software Foundation
== http://www.apache.org/

« All dependent components are freely available
under various open source licenses.

— ORACLE"
C:-/, TECHNOLOGY NETWORK

Java
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Muradora Adopters and Collaborators

13



