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Talk Outline

Muradora features
Federated identity
Flexible access control
Metadata management
Enterprise search capability
Multiple GUIs, single Fedora instance

Adopters and collaborators

Case study: Managing culturally sensitive data for speech annotation

Further information
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Challenges Facing Repositories

From data silos to an integrated collaborative environment.

Institutional boundaries

Establishing trusts

Evolving/changing access control requirements

Tight coupling of authorization logic with repository code

Non-standardized approach to access control

Heterogeneous data

Multiple metadata standards; each requiring its own input interface and 
validation

Searching

Dissemination methods

Scalability

Muradora aims to address these challenges

Federated Identity

Muradora support for federated identity:

Shibboleth authentication and attributes exchange

Ready for integration with AAF Shibboleth Federation

Re-usable and pluggable Shibboleth-enabling components for 
other applications

No code modification is needed for the underlying application

Co-exist with local authentication methods
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Flexible Access Control

Standard-based approach via eXtensible
Access Control Markup Language 
(XACML) 

Access control logic defined external to the 
application
Changing access control requirements does 
not require modifications of application-specific 
code
Clearly defined interfaces for the provisioning 
and auditing of access control policies

Contributions To XACML Community

Enterprise support for XACML policy store
DB XML database (from Oracle) for managing 
policy files. 
Web service interface to manage the policy 
stores.

New hierarchical policy combination algorithm
Required for collection-based access control 

Web service interface for XACML requests and 
responses
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Flexible Access Control in Muradora

Leverage our XACML framework
Simple yet flexible access control GUI for end 
user
Intuitive hierarchical policies
No end-user exposure to raw policy files.
Access control criteria are NOT fixed!

Flexible Access Control in Muradora
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Flexible Access Control in Muradora

Flexible Access Control in Muradora
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Flexible Access Control in Muradora

Heterogeneous Metadata

XForms framework
W3C standard
Better form input and validation experience for 
the user
Can handle complex metadata schemas
Reusable
Modular and extensible metadata framework.
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Using XForms in Muradora

Using XForms in Muradora
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DC XForms

MODSXML XForms
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PARADISEC Metadata XForms

SEDIS XForms
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Enterprise Search Capability

Muradora supports
Full-text search
Faceted search
Exact Criteria Search

From Fedora we also get:
Limited RDF queries
In Fedora 3, much more scalable Mulgara RDF 
engine

Full-text and Faceted Search
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Exact Criteria Search

Resource Index Query Interface
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One Fedora with Multiple Facets

Underlying Fedora repository known for scalability
Ideal as an Institutional Repository
Multiple facets: Muradora may just be one of the 
dissemination interfaces
Impact of workflows external to the GUI.

Advantages of using Muradora framework:
Enable multiple facets to co-exist
Consistent authentication and authorization policies to 
the underlying Fedora repository
Allow workflows to be built on top of Fedora s SOA 
architecture.

Licensing

All our software are freely available under 
Apache 2 open source license.

All dependent components are freely available 
under various open source licenses.
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Muradora Adopters and Collaborators


